NLUEH3VNOHHbBIN A0roBoP Ne 10-/—£/rh/)/IQ
r. CaHkT-IMeTepbypr U Hos6ps 2019 r.

"ocyaapcTBeHHOE aBTOHOMHOe 06pa3oBaTe/IbHOe YUpeXeHne [ONONHUTENBHOMO NPOgecCMOHaNbHOro 06pasoBaHus
"JIeHWHrpaACKUA 06/1aCTHOM WHCTUTYT pasBuTus obpasoBaHus» (FAOY AMNO «/IOUNPO»), B AanbHeilleM WMeHyemoe
«JTMUEH3NAT», B nuue pektopa Kosanbuyk Onbr BnagMMupoBHbI, AEACTBYHOLLEA HAa OCHOBaHWWU YCTaBa, C OAHON CTOPOHbI, 1
006LLECTBO C OrpPaHWYeHHON OTBETCTBEHHOCTbIO «JlnaHa Tenekom» (OOO «JlmaHa Tenekom»), B Aa/lbHEALIEM MMEHYEMOe
«JTMUEH3WNAP», B nuue eHepanbHOro gnpektopa KoHoHOBOWM A.B., AeiicTBytoLlei Ha OCHOBaHMM YCTasa, C APYroii CTOPOHBI
3aKMOYNNM HACTOALLMIA OFOBOP O HIKECTEAYIOLLEM:

1 TNPEAOMET AOIOBOPA

NNUEH3NAP o06s3yetca nepegats JIMLLEH3VATY npaBo Ha ucnonb3oBaHWe (MPOCTYH) HEUCKHUMTENbHYHO JIMLEH3NIO)
nprobpeTaembIX UM MO HacTosLeMy JloroBopy nporpamm ang OBM 1 6a3 faHHbIX (ganee - MPOAYKThI) cornacHo TeXHUYeCKOMY
3afjaHuio.

MpaBo Ha ucnonb3oeaHme MPOLYKTOB nogpasymeBaeT nof co60i HEMCK/OUMTENBHOE MPaBO Ha BOCMPOU3BEAEHME B LIEMSX
VX MHCTINALMM 1 3aMYCKa, a TaKkKe MPaBO Ha COBEPLUEHVE B OTHOLUEHUM HUX WHbIX AEACTBUIA B COOTBETCTBUM C JOKYMEHTaLMEN U
YCNOBMAMU  «JIMLEH3VOHHOTO  COr/alleHnsl Ha  WCMO/b30BaHUE MPOrpaMMHOro  06ecrneyeHns», COMPOBOXKAAIOLMX MOCTaBKY
MPOAYKTOB

HanmeHosaHve v ueHa NMPOAYKTOB, npaso Ha ncnosnb3oBaHue KoTopbix nepegatorea IMUEH3VAPOM NMNUEH3VATY,

npueefeHbl B «Crneuyudukaumy nepefaBaeMblX MpaB Ha WCMOMb30BaHWME MNPOrpaMMHOro obecneveHus» (MpunoxkeHne 1 K
HacTosILLEEMY [0r0BOpY).

2. UEHA OOroBOPA

Lena MPOAYKTA pgna NMNUEH3WNATA onpegensetca no npaiic-nucty JIMUEH3WMAPA. Tpu atom nog “ueHoit"
MPOAYKTA B HacTosLeM [0rosope nofpasymeBaeTcs BO3HarpaxieHue, kotopoe nonaraetca JIMLEH3WMAPY 3a nepegaHHble
npasa W KOTopoe (UKCMpyeTcsa B ABYCTOPOHHMX AKTax nepefayn npas.

Llena MPOAYKTA HAC He o6naraeTcsi Ha 0CHOBaHMM Nn.26.M.2 ¢T.149 HK PO,

BbinnaTta BO3HarpaXxaeHns OCyLLECTBASETCA B 6e3HAIMYHOM NOPsAKe Ha OCHOBaHWUM cyeTa, BbicTaBnsemoro JIMLEH3VMAPOM.

3. TPABA N OBA3SATENILCTBA JIMLEEH3VATA

NNUEH3NAT o6s3yetcs onnatute MPOAYKTbI B thopme 100% npegonnatel. IMpy 3TOM AaTON MCMOMHEHMA 0653aTebCcTBa
JMUEH3WATA no onnate cuMTaeTcs gata 3a4MCNeHns AeHeXHbIX CpefcTB Ha pacyeTHbIl cueT JIMLLEH3NAPA.

NNUEH3NAT 0653yeTca CTporo NpuaepxmBaTsCa U He HapyLwaTb Npasui NULEH3MOHHOI0 ucnosb3osaHus MPOLYKTOB.

NVUEH3NAT o06s3yeTca He OCYLLECTBAATL [eWACTBUA N0 06X04y TEXHWYECKMX CPeACTB  3aliMTbl, BCTPOEHHbIX B
MPOAYKTHhI.

4. TIPABA V1 OBA3ATEJ/IbCTBA TNUEH3NAPA
NNUEH3NAP 06s3yetca otnyctuts JIMUEH3WMATY onnadeHHble MPOAYKTbI B TpebyeMOM KONMYECTBE B COOTBETCTBUM
C YCNOBUAMWN HaCTOALLIEro [Orosopa.

5. CPOK AEMNCTBWA AOTOBOPA. MPOUME YC/IOBUA

[JoroBop BCTynaeT B cwly C fAatbl €ro MnognucaHus u AeicTByeT A0 MOMeHTa WUCNonHeHWst CTOpOHamK, B3sTbIX Ha cebs
0653aTe/NbCTB.

O6BLEM U CPOK [EiACTBMA MpaB Ha MCMOMb30BaHME B OTHOLLEHMM KOHKPeTHbIX MPOAYKTOB, nepegaHHbix JIMLUEH3VATY B
Mepuog, AeCTBMA HACTOALLEr0 IMLEH3MOHHOIO AOrOBOpa, OMPefenseTcs YKasaHHbIM Bbiwe «JIMLEH3UOHHBIM COralleHneM Ha
1CNOMb30BaHMe NPOrpaMMHOr0 06ecrneyeHns».

MpunoXeHnst K LOroBOpY SBNAKOTCS ero HEOTLEM/IEMOW YacTbHO.

6. PEKBW3NTbI U nMogrnncm CTOrPOH

JNTNMUEH3NAP JIMUEH3NAT
OO0 «JlnaHa Tenekom» rAQY Aro "10onpo™
Agpec: 197183 r. CaHkT-[NeTepbypr, Agnpec: 197136, r. CaHkT-eTepbypr,
Nunosas anneq, 4.9, mut. A Ukanosckuii np., 4. 25-a, iutep A
BaHKOBCKVEe peKBU3NTLI: BaHKOBCKWE peKBU3NUTDI:
MHH 7814139572 KIIM 781401001 MHH 4705016800 KM 781301001
OI'PH 1037832026605 OI'PH 1024701243390
P/c 40702810402000004492 PekBu3nTbl : n/cy 30456Y57230 B YPK o
@-/1 CEBEPO-3AMNALOHbBIV MAO BAHK JeHnHrpagckoii obnactu
"®K OTKPbITVNE'T. CaHkT-eTepbypr p/c 40601810900001000022 B oTAENEHUN
BVK 044030795, k/c 30101810540300000795 JIeHVHTpaacKoe, I. CaHKT-MeTepbypr
e-mail: asvsoft2017 @vandex.ru
http:// www.asvsoft.ru ' " 6Tenedon: (812) 372-52-37, 372-50-39,
WoVTetea fen dakc: (812) 372-53-92, E-mail: office@loiro.ru
["eHepanbHbI
/KoHoHoBa A.B./ n n /Koanbuyk O.B./
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MpunoxkeHve 1
K JluueHsnoHHomy gorosopy Ne 1C ~ b(Y/MLQ
or j 2, /1 2019r.

Creundumkaums nepegaBaeMblx NpaB Ha UCMOMb30BaHNE MPOrPaMMHOro obecneveHms

Ne HavmeHoBaHWe nNporpaMmHoOro EpnHnua
n/n  obecneyeHns “3MepeHns
1 Kaspersky Endpoint Security ans T
6u3Heca - PaclumpeHHsbIii Russian
Edition. 100-149 Node 1 year
Renewal License, npaBo Ha
ncnonb3oBaHve.  MNporpammHoe
obecneyeHve
Wroro:

KonuuectBo  LleHa 3a efnHuLy, pyo.

CrounmocTb Beero, pyb.

981,98 118 820,00

118 820,00

MTOro ctoMmocTb cornacHo cneundgukaunun: CTo BOCEMHaALAaTb TbiCAY BOCEMbCOT ABaauatb pyb6nein 00
Koneek. LeHa MPOOYKTA HAC He obnaraetca Ha ocHoBaHMK nn.26.n.2 cT1. 149 HK P&,
CpoK NpefocTaBneHns NMULEH3NN: B TedeHne 5 paboumnx AHein ¢ MOMeHTa MOCTYMEHNS AEHEXHbIX CPEACTB Ha PacyeTHbIA cueT

WcnonHutens.

CpOK ,qel7|0TBVIFI JINUEH3NN -12 MecsLEeB C MOMEHTa €€ NpeaoCTaB/IEHNA.

JTIMUEH3WNAP

OO0 «JlnaHa Tenekom»

Appec: 197183 r. CaHkT-[NeTepbypr,
Jlunosas annes, 4.9, mt. A

BaHKOBCKME PEKBU3UTDI:

VMHH 7814139572 KM 781401001

OlPH 1037832026605

P/c 40702810402000004492

®-/1 CEBEPO-3AMA/HbLIN MAO BAHK
"OK OTKPbLITUE'T. CaHkT-IMeTepbypr

BWK 044030795, k/c 30101810540300000795

Ten.: (812) 401-402-5

e-mail: asvsoft2017@vandex.ru
http:// www.asvsoft.ru

S?
MeHepasibHbIV gMpeKT( N

/KoHoHoBa A.B./

M.n. ”"Uono 1?7 ]
\ Telecommunication /o

X Ltd’ /%,

JIMUEH3WAT

rAQY Arno "n1ompo"

Agnpec: 197136, r. CaHkT-IMeTepbypr,

Ukanosckuia np., 4. 25-a, nutep A

BaHKoBCKUe PEKBU3UTDI

VHH 4705016800 KIin 781301001

OIPH 1024701243390

PekBu3nTbl : /ey 30456Y57230 B YPK no SIeHUHrpaacko
obnacTu

p/c 40601810900001000022 B oTAeneHnUn JIeHUHIPaacKoe,
r. CaHkT-MeTepbypr

BVK 044106001

TenedioH: (812) 372-52-37, 372-50-39

dakc: (812) 372-53-92
E-mail: office@Ioiro.ru

/Kosasibuyk O.B./


mailto:asvsoft2017@vandex.ru
http://www.asvsoft.ru
mailto:office@loiro.ru

MpunoxeHwne 2
K JINLEH3NOHHOMY 0r0BOpPY

oT 2019 r.
TexHn4yeckoe 3agaHme
K NporpaMmMHbIM CpeicTBaM aHTUBMPYCHOW 3alUThl

CopepxaHue
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O6Lupe TpeboBaHNS

AHTUBMPYCHbIE CPEACTBA AOMKHbI BK/HOYAT:

NporpaMMHble CPeACTBa aHTUBUPYCHOW 3alumThbl 41 paboumx ctaHumid Windows;

nporpaMMHble CPeACTBa aHTUBMPYCHOW 3alumThbl ANs paboumx ctaHumuidi MacOS;

nporpaMMHble CPeACTBa aHTUBUPYCHOW 3aluuTbl A1 paboumx cTaHuuid Linux;

nporpamMmmHble cpeacTBa aHTMBUPYCHOM 3alumTbl A5 haiinosbix cepeepos Windows;

nporpaMMHble CPefCcTBa aHTUBMPYCHOW 3awwumThl 415 (aiifoBbIx cepeepoB Linux;

nporpaMMHble CPeACcTBa aHTUBMPYCHOW 3alnTbl A/11 MOBU/IbHBIX YCTPOMCTB (CMapT(OHOB M N/IaHLLETOB);
nporpaMMHble CpefCcTBa LeHTPa/IM30BaHHOIO YNpas/ieHUs, MOHUTOPUHIa 1 OGHOB/IEHNS;

06HOB/sieMble 6a3bl JaHHbIX CUTHATYP BPEeAOHOCHBIX MPOrpaMM U atak;

3KCNNyaTauMoHHYH0 AOKYMEHTALMIO Ha PYCCKOM S3bIKE.

MporpamMmmHbIii UHTepEC BCEX aHTUBMPYCHbIX CPEACTB, BKAKOYas CpeacTBa ynpasieHns, AO/MKEH ObiTb Ha
PYCCKOM M aHTINACKOM A3bIKe.

Bce aHTMBUPYCHbIE CPeACTBa, BKAOYas CpefCcTBa ynpaBneHus, 4OMKHbI 06/1aaaTb KOHTEKCTHOM CNPaBOYHOIA
CMUCTEMOI Ha PYCCKOM M aHTIMACKOM S3bIKE.

TpeboBaHNS K NpOrpaMMHbIM CpeicTBaM aHTUBMPYCHOM 3alUnTbl ANs
pabounx ctaHumin Windows

MporpammHble CpeacTBa aHTUBMPYCHOM 3alMTbl AO/MKHbI PYHKLUOHMPOBATL Ha KOMMNblOTEpPax, paboTatoLwmnx
nog ynpasneHnem onepauuoHHON cuctembl Ans paboumx ctaHumii cneayrowmnx Bepcuii:

Windows 7 Home / Professional / Enterprise (32 / 64-pa3psHas);
Windows 8 Professional / Enterprise (32 / 64-pa3psigHas);

Windows 8.1 Professional / Enterprise (32 / 64-pa3psigHas);

Windows 10 Home / Pro / Education / Enterprise (32 / 64-pa3psigHas).

B nporpamMHOM cpe/icTBe aHTUBUPYCHOW 3alUThl AO/MKHbI ObITh pPeann3oBaHbl creaytoLine
(YHKLMOHaNbHbIE BO3MOXHOCTH:

aHTVBMPYCHOE CKaHMPOBAHWUA B PEXMME PeasibHOr0 BPEMEHW U Mo 3arpocy 13 KOHTEKCTHOTO MEHIO 0OBLEKTA;
aHTMBMPYCHOE CKaHMPOBaHMe Mo PacnucaHuio;

aHTVBMPYCHOE CKaHMpOBaHWe MOAKNYAEMbIX YCTPOICTB;

3BPUCTUYECKOTO  aHasmM3atopa, MNO3BO/AKOWEro pacrno3HaBatb W O/10KMPOBaTb  paHee  HEeu3BeCTHble
BPEAOHOCHbIE MPOrpaMmbl;

HelTpanu3auum AeiCTBUIN aKTUBHOIO 3apaXkeHus;

aHa/I3a MOBeAeHUs MPWIOXKEHUA W MPOM3BOAVMbLIX WM [EACTBUA B CUCTEME [/11 BbISB/IEHWA W €ro
BPELOHOCHOW aKTUBHOCTU 1 O6Hapy)XXeHWsi HeCaHKLMOHNPOBaHHbIX AeiCTBUN;

aHam3a o6palleHWit K 06WyM nankaMm W (ainnam ans BbISBAEHWMS MNOMbITOK LIKMGPOBaHUA 3allyLIaeMbIX
PecypcoB AOCTYMHbIX MO CETU;

6/10KMPOBKA AECTBMIA  BPEAOHOCHbIX MPOrpaMM, KOTOpblE WCMOMb3YHT YA3BMMOCTM B MPOrpaMMHOM
o6ecrneyeHn BTOM YMC/e 3almta namsTi CUCTEMHbIX NMPOLLECCOB;

OTKaT AelcTBUIA BPeAOHOCHOrO MPOrpamMMHOrO O6ecrneyeHnss Npu fleYeHWn, B TOM YMC/ie, BOCCTAHOBNEHME
3allnpOBaHHbIX, BPEAOHOCHbIMU Nporpammamu, (ainos;

orpaHuyeHns MpyBUNErnin (3anncb B peectp, AOCTyn K (hailnam, nankam v Apyrum npoteccam, obpatleHune K
MIaHNPOBLUMKY 33adady, [OCTYyN K YCTPOWCTBaM, M3MeHeHWe MpaB Ha O6bekTbl W T.4.) AN NpOLEeccoB W
MPUIOXKEHWI, AUHAMUYECKM OBHOBNSEMble HacTpamBaeMble CMUCKM MPUIOXKEHUIA C onpefenieHnem YpOBHS
foBepus;

06/1a4HOM 3aLLMTbI OT HOBbIX YIPO3, MO3BONAIOLLEN MPUIOXKEHUIO B PEXMME peabHOr0 BpeMeHn obpallartbes K
pecypcamMm Npov3BOAUTENS, 419 NOYYEeHUs BepAMKTa Mo 3aryckaemoi nporpamme wam qaiiny;

aHTUBMPYCHOW NPOBEPKM 1 neyeHnst (haiinoB B apxueax cnedyolmx gopmatos: RAR, ARJ, ZIP, CAB, LHA, JAR,
ICE;



3alUMTbl 3MEKTPOHHOM MOYTbl OT BPEAOHOCHLIX MPOrpaMMm C MPOBEPKOM BXOAALEr0 U UCXOAAWero Tpaguka
nepearoLerocs no cnegyrowmm nporokonam: IMAP, SMTP, POP3, MAPI, NNTP;

(hMNbTpa NOYTOBbIX B/IOXXEHWIA C BO3MOXHOCTHIO MEpPenMeHoBaHNA WK yaaNeHnsa 3afaHHbIX TUMOB (ainnos;
MPOBEPKY CETEBOro Tpadmka, MNOCTYNAatoLLIEro Ha KOMMbIOTEP MOMb3oBatens no npotokonam HTTPS (SSL 3.0, TLS
10, TLS 1.1, TLS 1.2), HTTP, FTP, B TOM umcne C MOMOLUbIO 3BPUCTUYECKOTO aHan3a, C BO3MOXHOCTbHO
HaCTPOViKM JOBEPEHHbIX PECYPCOB 1 paboTol B PeXUME GIOKMPOBKM UM CTATUCTUKN;

6/10KMPOBKY 6aHHEPOB M BCMNJIbIBAIOLLMX OKOH Ha 3arpyxxaembix Web-cTpaHuuax;

pacrno3HaBaHVs 1 6TOKMPOBKY (IMLLIMHIOBBIX M HEGEe30MacHbIX CalToB;

BCTPOEHHOr0 CETEBOrO 3KpaHa, MO3BO/IAIOLLErO CO3/4aBaTh CeTeBble MakeTHble MpaBuia 1 ceTeBble npaswna Ans
nporpamm, ¢ BO3MOXHOCTbIO KaTeropusauumn ceTeBbIX CErMeHTOB;

3alMTbl OT CETeBbIX aTak C WCMOMb30BaHWEM MNpaBW/l CETEBOrO 3KpaHa ANs MPUIOXKEHWIA W MOPTOB B
BbIYNC/IUTESIbHBIX CETAX NH060ro TMna;

BO3MOXXHOCTb 3alLMTbl OT CETEBbIX Yrpo3, KOTOPble MCMOMb3YHT YS3BMMOCTU B ARP-NpoTOKONe Ans Noaaenku
MAC-agpeca yCTpOIiCTBa;

KOHTPO/Ib CETeBbIX MOAK/KOYEHWA TUNa CETEBO MOCT, C BO3MOXHOCTbKO O/IOKMPOBKM OLHOBPEMEHHOM
YCTAHOBKMN HECKOMbKWNX CETEBbIX NOAKIHUEHWIA;

CO34aHna cneunasbHbIX Npasws, 3anpeLlatowmnx Win paspeLlarowmnx yetaHoBKy W/unm 3anyck nporpamm gas
BCEX WM AN onpedeneHHbIX rpynn nonb3oBatenein (Active Directory wnm nokanbHbIX Monb3oBarenei/rpynn),
KOMMOHEHT [O/DKEH KOHTPO/IMPOBATb MPUIOXKEHUA KakK M0 MyTM HaxoXAeHWs nporpaMmbl, MeTafaHHbIM,
cepTMdmKaTy UM ero otneyatky, KOHTPO/IbHOW CyMMe, Tak M Mo 3apaHee 3afaHHbIM KaTeropysim NpuaoXKeHWUi,
npegocTasnsieMbiM NMPOV3BOAMUTENIEM NPOrpamMMHOro 06ecrneyeHns, KOMMOHEHT JO/MKeH paboTartb B pexxunme
YepHOro wim 6enoro Cnucka, aTakke B peXxmme cbopa CTaTUCTUKN WK BNIOKUPOBKMK;

KOHTpONS paboTbl Mo/sb30BaTeNis C BHEWHWMMU YCTPOWCTBaMM BBOAA/BbIBOAA MO TWMYy YCTPOCTBA W/Mn
NCMONb3YEMON LUMHE, C BO3MOXHOCTbIO CO34aHUA CrnucKa [OBEPEHHbIX YCTPOMCTB MO UX MAEHTU(MKATOPY Y
BO3MOXHOCTbIO MPEeAoCTaBNeHMs MPUBWUMETMIA ANS  WUCMOMb30BaHUS BHELLHMX YCTPOWCTB ONpeaeneHHbIM
nonb3osartenam u3 Active Directory;

BO3MOXXHOCTb ynpaBneHns MTP yCcTpoicTBaMX M HacTPOMKM NpaBwa AOCTyna K YCTPOWCTBaM 3TOr0 Tvna Ans
BCEX WM AnA rpynn nofb3oBateneid (Active Directory wam nokanbHbIX MOMb30BaTeNEei/rpynn), B pamkax
KOHTPONS YCTPOIACTB;

3anuncun BXXypHan cobbITWin 0 3anucK u/mnun yaaneHnn haiinos Ha CbeMHbIX AMCKaX;

KOHTPONSi paboTbl NOMb30BaTENS C CETbIO VIHTEPHET, B TOM umcne A06aBNEHUs, PedakTUPOBaHWS KaTeropw,
BK/IIOYEHME SBHOMO 3anpeta WM paspeLleHus JoCTyna K pecypcam OornpefesieHHOro CofepXKaHus, Kateropum
CO3J@aHHON 1 AMHAMMYECKN OOHOBNSEMOI MPOM3BOAUTENEM, @ TaKKe TUna MHopmaumn (ayamo, B1geo vnap.),
NO3BO/ATb BBOAUTL BPEMEHHbIE WHTEPBa/IbI KOHTPO/S, @ TaKKe HasHayaTb €ero TO/IbKO OonpeAefieHHbIM
nonb3osareniim u3 Active Directory;

3awWmThl OT atak Trna BadUSB;

3anyck CcrneupanbHoW  3afjaunm  And  OBGHapy)XeHVst  ya3BUMOCTE B MPWIOXKEHUSX, YCTAHOB/EHHbIX Ha
KOMMbIOTEPE, C BO3MOXKHOCTbIO NPEeLOCTaB/IeHNs OT4eTa No 06HapPY>KEHHbIM YA3BUMOCTAM.

3aLliMThl OT YAIEHHOTO HECaHKLUMOHMPOBAHHOTO YNPaB/eHNs CePBUCOM MPUIOXKEHUS, a Takke 3alumTa foctyna
K NapameTpam MpuioXKeHWs ¢ MOMOLLBI0 Napons;

YCTAHOBKM TO/IbKO BbIGPaHHbLIX KOMMNOHEHTOB MPOrpaMMHOr0O CpeAcTBa aHTUBUPYCHOM 3alyThl;
LieHTPa/IM30BaHHOE YMpaBfEHNE BCEMMU BbllLEYKa3aHHbLIMW KOMMOHEHTAMW C MOMOLLUB €AVMHOW CUCTEMbI
ynpas/feHns;

3anycK 3a4a4 rno pacnvcaHnio u/nnm cpasy nocse 3anycka npuioXKeHus;

rmokoe ynpas/fieHWe WCNob30BaHMEM PEeCypcoB KomMbtoTepa [And 06ecneyeHus KOMQOPTHOA paboTbl
no/ib30BaTesieil Npy BbINO/IHEHUW CKaHMPOBaHUA (halifioBOro NPOCTPaHCTBa;

YCKOpPEHMe MpoLiecca CKaHMPOBaHUA 3a CYET MPOorycka OOBLEKTOB, COCTOSIHME KOTOPbIX CO BPEMEHWU MPOLL/ION
NPOBEPKN HE N3MEHMSIOCH;

BO3MOXXHOCTb MPOBEPKM LieNIOCTHOCTY aHTUBMPYCHOW MpOorpamMmbi;

BO3MOXXHOCTb [,00aBNeHNsI UCK/OUYEHUIA 13 aHTUBMPYCHON NPOBEPKU MO KOHTPO/ILHOW cymme (haiin, macke
NMEHW/ ANPEKTOPUN WA MO HaNNUMKO Y (halina AOBEPEHHON LM(POBOIA Noanncy;



Hanyme y aHTuBMpyca 3allULEHHOIo XpaHunuilda ona yganeHHbIX 3apaXKeHHbIX QDaVIﬂOB, C BO3MOXXHOCTbHO KX
BOCCTaHOBNEHUA,

Ha/IMuMe 3aLlMLLEHHOro XpaHUnLLA A1 0TYeTOB O paboTe aHTUBMPYCA;

BO3MOXHOCTb BK/IHOYEHMSI U BbIK/IKOYEHNA Tpagmyueckoro uHTepdeiica aHTMBMpYca, a Takke Haauuue
MPOLLEHHON Bepcumn rpatnyeckoro nHTepderica, ¢ MMHMMabHbIM HaboPOM BO3MOXXHOCTENA;

BO3MOXHOCTb UHTerpaumm ¢ Windows Defender Security Center;

Hannume nogfepkkn Antimalware Scan Interface (AMSI);

Hannune nogdepxkn Windows Subsystem for Linux (WSL);

BO3MOXHOCTb 3aLLMTUTL NApPO/IeM BOCCTAHOB/IEHNE OO6BHEKTOB U3 PE3EPBHOIO XpaHWUMLLA.

TpeboBaHNA K NporpaMMHbIM CPeCTBaM aHTUBUPYCHOM 3aLUNTbI AN
cepsepoB Windows

MporpaMMHble CPeACTBA aHTUBMPYCHOW 3aluTbl AO/KHbI (DYHKLMOHMPOBATL Ha KOMMbOTEpPAX, paboTatoLmnx
nof ynpaefeHNEM OMepaLMoHHO CUCTEMBI AN1S (halifIoBbIX CEPBEPOB CNEAYIOLNX BEPCUIA:

Windows Small Business Server 2008 Standard / Premium (64-pa3psigHas);

Windows Small Business Server 2011 Essentials / Standard (64-pa3psgHas);

Windows Multipoint Server 2011 (64-pa3psgHas);

Windows Server 2008 Standard / Enterprise Service Pack 2 (64-pa3psigHas);

Windows Server 2008 R2 Foundation / Standard / Enterprise Service Pack 1 (64-pa3psaHas);
Windows Server 2012 Foundation / Essentials / Standard (64-pa3psgHas);

Windows Server 2012 R2 Foundation / Essentials / Standard (64-pa3psgHas);

Windows Server 2016 (64-pa3psgHas) (C orpaHU4eHnsIMm);

Windows Server 2019 (64-pa3psgHas) (C orpaHU4eHnsaMN).

B nporpaMMHOM CpeACTBE aHTUBMPYCHON 3aliMTbl JOMKHbI ObITb peann3oBaHbl cregyLyme
(PYHKLMOHANbHbIE BO3MOXHOCTK:

aHTVBUPYCHOE CKaHVPOBaHWE B PeXVMe PeasibHOr0 BPEMEHM 1 M0 3anpocy M3 KOHTEKCTHOTO MEHH0 0ObEKTa;
aHTVBMPYCHOE CKaHWPOBaHWE M0 PacrvcaHuio;

aHTMBMPYCHOE CKaHMPOBaHWe NOAKIYAEMbIX YCTPONCTB;

3BPUCTMYECKOTO  aHa/sm3aropa, MO3BOMIAIOWLEr0 pacno3HaBatb W O/IOKMPOBATb  paHee  Heu3BeCTHble
BPELOHOCHbIE MPOrpaMmbl;

HelTpanmn3aumn LeiCcTBUN aKTUBHOMO 3apaXkKeHus;

aHasmsa MOBEAEHUA MPUIOXEHUA W NPOM3BOAUMBIX WM [ENCTBUA B CUCTEMe [1A BbISBNEHUS W €ero
BPELOHOCHOM aKTUBHOCTM M OOHapY)XXeHUs HeCaHKLMIOHMPOBaHHbIX AeACTBUIA;

aHasm3a obpalleHuii K o6WwMM nankam W (haiinam 18 BbISB/EHUS MOMbITOK LUA(POBAHUA 3allyLLaeMbIX
pecypcoB AOCTYMHbIX MO CETH;

G/10KMPOBKA [AEVCTBMIA  BPEAOHOCHbIX MPOrpaMM, KOTOpble WCMOML3YKT YA3BMMOCTM B MPOrpaMMHOM
obecrneyeHnn BTOM YuCNe 3aLyTa namsTi CUCTEMHbIX NPOLLECCOB;

OTKaT AeWCTBUA BPeLOHOCHOTO MPOrpamMMHOrO 06ecrneyeHuss Mnpu fIeYeHnn, B TOM YMC/e, BOCCTaHOB/IEHWE
3almnppoBaHHbIX, BPE4OHOCHLIMU NporpaMmMamu, (ainnos;

orpaHVyeHns NpuBWIErNiA (3anucb B PeecTp, AOCTyn K (ainam, nankam v gpyrum npoweccam, obpalieHue K
MIaHVPOBLUMKY 3a4ay, [OCTYN K YCTPOCTBaM, W3MEHeHWe npaB Ha O6bEeKTbl W T.4.) A8 MPOLECCOB W
MPUIOXKEHWI, AMHAMUYECKU OGHOBNSieMble HacTpamBaeMble CMUCKM MPUIOXKEHUIA C onpeaenieHnem YpoBHS
[oBepus;

06/1a4HON 3aLLMTbl OT HOBbIX Yrpo3, NO3BONAOLWASA NPUIOXKEHNIO B PEXUME PeasibHOro BpeMeHW obpallarbes K
pecypcam npon3BOAWTENs, AN1A NONYYeHWs BEPAVKTa MO0 3arnyckaemol nporpamme wiv gaiiny;

aHTMBVPYCHOI NPOBEPKUN M NeveHns (ainnos B apxueax hopmaros RAR, ARJ, ZIP, CAB, LHA, JAR, ICE;
BCTPOEHHOrO CETEBOrO 3KpaHa, MO3BO/IAOLLEIO CO3[aBarb CeTeBble MakeTHbIe MpaBusia 1 CeTeBble Npaswna ang
nporpamm, ¢ BO3MOXHOCTbH KaTeropusauumn CeTEBbIX CErMEHTOB;

BO3MOXHOCTb 3alLLMTbI OT CETEBbIX Yrpo3, KOTOPbIe MCMOMb3YHT YA3BUMOCTU B ARP-NpOTOKONE A1 MOAAENK/
MAC-aapeca yCTpoiicTBa;



CO3[aHns cneuuabHbIX NPasun, 3anpeLlarlmnx Win paspeLuarolmx YCTaHoBKY W/wunu 3anyck nporpaMm A/is
BCEX WM >Xe 419  OnpefeneHHbIx rpynn  nonb3osateneli  (Active  Directory waM  NOKasbHbIX
nonb30BaTenei/rpynmn), KOMMOHEHT AO/MKEH KOHTPOMMPOBAaTb MPWIOXKEHUS KaK MO MNyTV HaxoXAeHWs
nporpammbl, MeTafaHHbIM, CepTUQUKATY WM ero OTneyatKy, KOHTPO/IbHOM CyMMe, Tak Y Mo 3apaHee 3aAaHHbIM
Kateropuam npuIoXKeHWin, npefocTaBnsemMbiM MPOM3BOAUTENEM MPOrPaMMHON0 0b6ecrneyeHus, KOMMOHEHT
[O/MmKeH paboTatb B pPEXUME 4YepHOro WM 6enoro Crnucka, a Takke B pexvme cbopa CTaTUCTUKU WK
6/TOKMPOBKY;

3anyck crneuuanbHOM 3afaun  Ana  OBHapy)XeHust yA3BMMOCTE B MPWIOXEHUSAX, YCTAHOBMEHHbIX Ha
KOMMbIOTEPE, C BOMOXXHOCTLIO NPELOCTaB/IEHNA OTYeTa MO OOHAPY>KEHHBIM YS3BUMOCTSAM.

3alMTbl OT YA/IEHHOr0 HECaHKLUMOHMPOBAHHOIO YNpaB/ieHNs CEPBUCOM MPUIOXKEHWS, aTakke 3almuTta focTyna
K napameTpam MNpWUIoXKeHWs C MOMOLLbI0 Napons, Mo3BOAOWAs M36exarb OTK/IHYEHNS 3aLiUTbl CO CTOPOHbI
BPEAOHOCHbIX NPOrpamm, 3/10yMbILLIIEHHUKOB W HEKBANN(ULIMPOBAHHbIX MO/b30BaTENEN;

YCTAHOBKM TO/IbKO BblOPaHHbIX KOMMOHEHTOB MPOrpaMMHOr0o CpeAcTBa aHTUBMPYCHOM 3alumThl;
LIeHTpa/IM30BaHHOE YMpaB/iEHNe BCEMU BbllLEYKa3aHHbLIMW KOMMOHEHTAMU C MOMOLLbI eAVHON CUCTEMbI
ynpaBneHus;

3anyckK 3a4ay4 rno pacnucaHuio U/unm cpasy nocne 3arpysku onepauyoHHOW CUCTEMD;

rMbKoe ynpaB/eHne WCNoMb30BaHMEM pPecypcoB KOMMbioTepa And  obecneyveHns KOMGOPTHOM paboThl
nonb30Baresiein Npu BbINO/IHEHUN CKaHMPOBaHWS (haiiioBOro NPOCTPAHCTBA;

YCKOpeHMe npoLecca CKaHMPOBaHMA 3a CYeT NpOonycka OOLEKTOB, COCTOSIHME KOTOPbIX CO BPEMEHW MPOLU/ION
MPOBEPKN He N3MEHWN/OCH;

BO3MOXXHOCTb MPOBEPKM LieNIOCTHOCTY aHTUBUPYCHOM NPOrpaMMbl;

BO3MOXXHOCTb [106aBMEHNS UCKMHOUYEHWUIA U3 aHTUBMPYCHON MPOBEPKM MO KOHTPO/BLHON CymMMme (halifl, Macke
NMEHW/ ANPEKTOPUM UM MO HaNnUMKo Y (halina AOBEPEHHONM LUM(POBOIA nognucy;

Ha/Muve y aHTUBMpYCa 3alMLEHHOr0 XpaHuauWwa Ana YAaNeHHbIX 3apaXeHHbIX (hainoB, ¢ BO3MOXHOCTbIO MX
BOCCTaHOB/IEHWS;

Ha/IMyve 3alMLLEHHOTO XpaHUULLA A1 OTYETOB O paboTe aHTUBMPYCA;

BO3MOXHOCTb BK/IOYEHWS W BbIK/IKOYEHUA Tpafiuyeckoro MHTepdelica aHTMBUpYyca, a Takke Hamuve
MPOLLEHHOW Bepcun rpatnyeckoro MHTepdeica, ¢ MMHUMabHbIM HabopoOM BO3MOXKHOCTEN;

BO3MOXHOCTb (POPMMPOBaHUA LwabnioHa NoBeAeHNs NPorpaMmM 1 6/I0KMPOBKM UX OEWCTBUI, NPU OTKIOHEHUU
OT WabsioHa noBefeHNa (afanTUBHbIA KOHTPO/Ib aHOMasIUiA);

BO3MOXHOCTb UHTerpaumm ¢ Windows Defender Security Center;

Hannume nogdepkkn Antimalware Scan Interface (AMSI);

Hannune nopdepkkn Windows Subsystem for Linux (WSL);

BO3MOXHOCTb 3alMTUTb NaposieM BOCCTAHOB/IEHNE OOBEKTOB U3 PE3EPBHOIO XpaHuuLLa.

TpeboBaHNA K NPOrpaMmmHbIM CpPecTBaM aHTUBUPYCHOW 3alLnTbl ANs
pabounx ctaHumi Mae

MporpaMMHble CpeacTBa aHTUBMPYCHOW 3alinTbl ANs paboumx cTaHuuii Mae f0MXKHbI (YHKLMOHUPOBATL Ha
KOMMNbloTepax, paboTarLmx nog ynpaBieHMeM OnepauroHHbIX CUCTEM CNeayoLNX BepCuii:

macOS Catalina 10.15;
macOS Mojave 10.14;
macOS High Sierra 10.13;
macOS Sierra 10.12.

B nporpaMMHOM CpefCTBE aHTUBMPYCHOI 3alMTbl A0MKHbI ObITb Peann3oBaHbl creayoume
(PYHKLMOHANbHbIE BO3MOXHOCTU:

PE3VAEHTHbIA aHTUBUPYCHbIA MOHWUTOPWHT;

06/1a4Hast 3allyTa OT HOBbIX Yrp03, MO3BOMSIOWAS MPUMOXKEHMIO B PEXMME PEasIbHOr0 BPEMEHM 06palaThCs K
cneuyanbHbIM pecypcam Npou3BOAWTENS, AN NOMyYeHUst BEPAMKTA MO 3aryckaeMoli nporpaMme wim gaiiny;
aBTOMaTyeckoe 06HOB/IEHME aHTVBUPYCHBIX 6a3 MO PacnmcaHmo;

pe3epBHOE KOMMPOBaHUE 3apaKEHHbIX (haiifloB nepes, X yaaneHnem, s BO3MOXXHOCTM BOCCTAHOB/EHNS;



9BPUCTUYECKUIA aHaNM3aTop, MO3BONAOWMIA pacrno3HaBaTb 1 6/10KMPOBaTb paHee HEW3BECTHblE BPELOHOCHbLIE
nporpammbl;

3alimTa OT CeTEBbIX arak C UCMOMb30BaHNEM CUCTEMbI OOHAPYXXEHMS 1 NpeaoTBpalleHus BTopxkeHuin (IDS/IPS) un
npaBu/iaMn CETEBON aKTMBHOCTM A1 Havubosiee MNONnynspHbIX NPUIOXKEHWIA npu paboTe B BbIYUCIUTENbHbIX
ceTax Itoboro Tmna, BKIoYas 6eCnpoBOAHbIE;

GNOKMPOBKA BPEAOHOCHBIX U (DULUMHIOBLIX CaliTOB Ha OCHOBE BEPAMKTOB PenyTaLUMOHHbIX 06/1a4HbIX CEPBMCOB
MPOU3BOANTENST aHTMBUPYCHBIX CPEACTB 3alLMTLI;

NMPOBEPKyY CETEBOr0O Tpajuka, nepefasaemMoro yepes 6paysepol Safari, Google Chrome u Firefox (HTTP 1 HTTPS
Tpaguk);

KOHTPO/Nb paboTbl NO/b30BaTeNs C CeTbto VHTEpHET, B TOM uucne Ao6aBneHunsi, pefakTMpoBaHUA KaTeropui,
BK/IIOYEHVE SBHOIO 3anperta Wiy paspeLleHns [ocTyna K onpefesieHHbIM pecypcaM Win KaTeropuili pecypcos,
CO3aHHbIX W AMHAMUYECKN OBHOBNSAEMbIX NPOU3BOAUTENIEM

YCKOPEHMSA MpoLecca CKaHMPOBaHUA 3a CYET MPOMycka OO6bEKTOB, COCTOSHWE KOTOPbLIX CO BPEMEHM MPOLLIONA
NPOBEPKN He N3MEHWU/IOCH;

LIeHTPa/IM30BaHHOE YynpaB/ieHNne BCEMW BblleyKa3aHHbIMU KOMMOHEHTaMW C MOMOLLbI eAVHOW CUCTEMbI

ynpasneHus.

TpeboBaHUs K NporpaMMHbIM CpeicTBaM aHTUBMPYCHOM 3aLUUTbI ANs
paboumnx ctaHumin Linux

MporpamMmmHbie cpeAcTBa aHTUBUPYCHOW 3alnTbl AN paboumx cTaHumMin Linux 4OMKHbI QYHKLMOHUPOBAaThL Ha
KOMMbloTepax, paboTalowmx nog ynpasneHmem cnegyowmnx 32-6UTHbIX ONepaunoHHbIX CUCTEM CNeayoLnX
Bepcuii:

Ubuntu 16.04 LTS;

Red Hat Enterprise Linux 6.7 - 6.x;
Red Hat Enterprise Linux 7.2 - 7.x;
CentOS 6.7 v BbllWeE;

Debian GNU / Linux 8.6-8.x;

Debian GNU / Linux 9.4 - 9.x;

Linux Mint 18.2 - 18.x;

Linux Mint 19 (nocnegHsas Bepcus);
AnbT InHyke CIMT 7.0.6;

AnbT JlIuHyke CMT 8.0.0 Pabouasi cTaHUuS;
AnbT JInHyke CINT 8.0.0 Cepsep;
AnbT JInHyke 8.2 Paboyas ctaHums;
AnbT JInHyke 8.2 Paboyasn ctaHums K;
AnbT JInHyke 8.2 Cepsep;

AnbT JInHyke 8.2 Obpa3oBaHue;
Nortoc;

FOC/IMHYKC 6.6.

MporpaMMmHble CpefcTBa aHTUBMPYCHON 3aWunThl A8 paboumx cTaHumii Linux AOMKHbI GYHKUMOHMPOBATL Ha
KOMMbtloTepax, paboTallmx Nof ynpaBsneHnemM cneayowmnx 64-6MTHbIX onepauMoHHbIX CUCTEM CeAYHLLNX
BEPCWUIA:

Ubuntu 16.04 LTS;

Ubuntu 18.04 LTS;

Red Hat Enterprise Linux 6.7 - 6.X;
Red Hat Enterprise Linux 7.2 - 7.X;
Cent0S 6.7 - 6.X;

Cent0OS 7.2 - 7X;

Debian GNU / Linux 8.6-8.x;
Debian GNU / Linux 9.4 - 9.x;



OracleLinux 7.3 v BblLLE;

SUSE Linux Enterprise Server 15;

openSUSE 15;

AnbT flnHyke CMNT 7.0.6 ;

AnbT JInHyke CMNT 8.0.0 Paboyas craHums;

AnbT JInnyke CIMT 8.0.0 Cepsep;

AnbT JInHyke 8.2 Paboyas ctaHums;

AnbT JIHyke 8.2 Paboyas ctaHums K;

AnbT JInHyke 8.2 Cepsep;

AnbT JIHyke 8.2 O6pa3oBaHue;

Amazon Linux AMI;

Linux Mint 18.2 v BbiLe;

Linux Mint 19 (nocnegHss Bepcus);

Micro Focus Open Enterprise Server 2018;

Astra Linux Special Edition 1.5 (qomkHa 6bITb NOAAEPKKA PabOThl B 0ObIYHOM PEXUME 1 B PEXMME 3aMKHYTOM
NpOrpaMmMHON cpeapl);

Astra Linux Special Edition 1.6 (gomkHa 6biTb NogaepXXKa paboTbl B 0ObIYHOM PEXMME W B PEXUME 3aMKHYTON
MPOrpaMmMHON cpeapbl);

LnpkoH 36KT;

UnpkoH 36CT;

OC POCA «KOBAJTIbT» 7.3 ANs KAIMEHTCKMX CUCTEM;
OC POCA «KOBAJIbT» 7.3 AN CepBepHbIX CUCTEM,
EMWACL.0;

locnmHykce 6.6;

Notoc;

PEL OC 7.2.

B nporpaMMHOM CpeACTBe aHTUBMPYCHOI 3alinTbl AO/MKHbI GbiTb Peann3oBaHbl cneaytolime
(PYHKLMOHANbHbIE BO3MOXHOCTU:

PE3NAEHTHOrO aHTUBMPYCHOrO MOHUTOPVIHTE;
006/1a4HOIA 3aLLMTbI OT HOBbIX YIPO3, NMO3BO/ISAIOLLEN NMPUNOXKEHUIO B PEXMME PeaslbHOr0 BpeMeHM obpaliarbes K
crneyuaibHbIM pecypcam NpounsBoOAUTeNs, 418 NOJTyYeHUs BepAMKTa Mo 3arnyckaeMoin nporpaMme wim aiiny;
MPOBEPKY PecypcoB A0CTYMHbIX Nno SMB / NFS;

3BPUCTMYECKUIA aHanM3atop, Mo3BonstoWmiA 6onee 3(M(PEKTMBHO pacnosHaBaTb W 6GIOKMpOBaTb paHee
HEW3BECTHblE BPELOHOCHbLIE NPOrpammbl;

aHTVBMPYCHOE CKaHWpOBaHWe Mo KOMaH/e nosb30Batens Wik afMUHUCTPATopa U Nno pacnucaHuio;
aHTUBMPYCHYIO NpOBepKa (aiinoB B apxmBax zip; .7z*; .7-z; .rar; .iso; .cab; .jar; .bz;.bz2;. thz;.tbz2; .gz;.tgz; .arj.;
MPOBEPKY COOOBLLEHNI 3MEKTPOHHON MOUTbI B TEKCTOBOM (hopmarte (Plain text);

Ha/IMue MexaHM3MOB ONTUMM3aLMN NPOBEPKM (haiinoB (MCKOYEHNS, AOBEPEHHbIE NMPOLIECCHI, TMMUT BPEMEHM
NPOBEPKK, NMMMUT pasMepa NpoBepseMoro (haina, MexaHn3M KeWMpoBaHUa MHGOpMaLMs O NPOBEPEHHbIX U He
N3MEHEHHBIX MOC/e NPOBEPKUN (haiinoB);

3awmTy (aiinoB B NOKasbHbIX AUPEKTOPUSAX C CETEBLIM AOCTYMOM M0 NpoTokonam SMB / NFS oT yaaneHHoro
BPELOHOCHOTO LUN(POBaHMS;

noMmeLLeHne NoLO3PUTENbHBIX U NOBPEXAEHHBIX 0OBEKTOB HA KapaHTWH;

NPOBEPKY NOYTOBbIX 6a3 npunoxeHuin Microsoft Outlook Ha Hannume BpeaOHOCHBLIX 0OHLEKTOB;

BO3MOXHOCTb NepexBaTa W NPoBepPKM (alinoBbix onepaumii Ha yposHe SAMBA,;

ynpaeneHue CceTeBbIM 3KPaHOM OMEPALMOHHON CUCTEMbI, C BO3MOXHOCTbKO BOCCTAHOB/IEHWUSI WCXOAHOIO
COCTOSIHUA NPaBuJI;

3anyck 3agay no pacnucaHuio u/mnm cpasy nocsne 3arpy3kn onepaLyoHHOW CUCTEMBI;

BO3MOXHOCTb 3KCMOPTMPOBATb M COXPaHATbL OT4YeThl B popmarax HTML u CSV;



rMbkoe ynpaBfeHne ucnonb3oBaHMeM pecypcoB MK ans obecnevyeHns KOMMOPTHOW paboThl NOMb30BaTeNei
NPV BbINOMIHEHUW CKAHMPOBaHUSA (halifloBOr0 NPOCTPAHCTBA;

COXpaHeHWe KOMuW 3apadKeHHOr0 06beKTa B PE3EPBHOM XpaHW/MLe Nepes NevyeHneM W yaaneHuem B Lienisx
BO3MOXXHOIO BOCCTaHOB/IEHWSA 0ObEKTa M0 TPe6OBaHWIO, €CM OH NPeACTaBNseT UHPOPMALMOHHYIO LIEHHOCTb;
BO3MOXHOCTb YNpaB/ieHUs Yyepes Nosb3oBaTe/bCkuid rpaduyeckunii nHTepdeiic 6e3 root npas;
LIEHTPa/IM30BaHHOE YMpaB/eHWe BCEMW BbilUEyKa3aHHbIMU KOMMOHEHTaMM C MOMOLLbH0 eAVHOM CUCTEMbI
ynpaeneHms.



TpeboBaHNA K NpOrpaMmMHbIM CpecTBaM aHTUBUPYCHOI 3aLLNTbI (hainfIoBbIX
CepBepoB, CePBEPOB MacLuTaba npeanpusaTUs, TePMUHANIbHbIX CepBepOB
Windows

MporpaMmHbie cpefcTBa aHTUBMPYCHOM 3alnThl AN (ainosbix cepsepoB Windows AOMKHbI
(hyHKLMOHMPOBATb Ha KOMMblOTEpPax, paboTalowmx nog ynpasneHneM onepaumoHHbIX CUCTEM CNeayLnX
BEPCUIA:
32-pa3psagHbIxX onepauMoHHbIX cuctem Microsoft Windows

e Windows Server® 2003 Standard / Enterprise / Datacenter ¢ nakeTom 06HOBNEHNIA SP2 nnm BbiLLE;

e Windows Server 2003 R2 Standard / Enterprise / Datacenter ¢ nakeTom 06HOBNEHUIA SP2 1 BbiLLE;
e Windows Server 2008 Standard / Enterprise / Datacenter ¢ nakeTom 06HOBNEHWIA SP1 nn BbiLLE;
e Windows Server 2008 Core / Standard / Enterprise / Datacenter ¢ naketom 06HOBNeHWn SP1 nin BblLLe.

64-pa3pagHbIX onepaunoHHbIX cucteM Microsoft Windows
e Windows Server 2003 Standard / Enterprise / Datacenter ¢ nakeToM 06HOBNEHWIA SP2 WK BbILLIE;

e Windows Server 2003 R2 Standard / Enterprise / Datacenter ¢ nakeTom 06HOBNEHWI SP2 UK BbILLE;

e Windows Server 2008 Core Standard / Enterprise / Datacenter ¢ nakeTom 06HOBNEHWIA SP1 UK Bbile;

e Windows Server 2008 Standard / Enterprise / Datacenter ¢ nakeToM 06HOBNEeHWI SP1 nnn BbiLLE;

* Microsoft Small Business Server 2008 Standard / Premium;

e Windows Server 2008 R2 Foundation / Standard / Enterprise / Datacenter ¢ naketoM 06HOBNEHMIA SP1 wm
BblLLIE;

e Windows Server 2008 Core Standard / Enterprise / Datacenter ¢ nakeTom 06HOBNEHUIA SP1 1K BbILLE;

e Windows Hyper-V Server 2008 R2 ¢ naketoM 06HOBMEHMIA SP1 Unm BbILLE;

e Microsoft Small Business Server 2011 Essentials / Standard,;

e Microsoft Windows Multipoint™ Server 2011 Standard / Premium;

+ Windows Server 2012 Foundation / Essentials / Standard / Datacenter;

e Windows Server 2012 Core Foundation / Essentials / Standard / Datacenter;

e Microsoft Windows Multipoint Server 2012 Standard / Premium;

e Windows Storage Server 2012;

e Windows Hyper-V Server 2012;

 Windows Server 2012 R2 Foundation / Essentials / Standard / Datacenter;

e Windows Server 2012 R2 Core Foundation / Essentials / Standard / Datacenter;

e Windows Storage Server 2012 R2;

e Windows Hyper-V Server 2012 R2;

 Windows Server 2016 Essentials / Standard / Datacenter;

e Windows Server 2016 Multipoint;

 Windows Server 2016 Core Standard / Datacenter;

e Microsoft Windows Multipoint Server 2016;

* Windows Storage Server 2016;

e Windows Hyper-V Server 2016;

e Windows Server 2019 Essentials / Standard / Datacenter;

e Windows Server 2019 Core;

* Windows Storage Server 2019;

e Windows Hyper-V Server 2019.

B nporpaMmMHOM cpefCcTBe aHTUBUPYCHOW 3awuUThl AO/MKHbI ObITh peann3oBaHbl cnegyoLyme
(PYHKLMOHANbHbIE BO3MOXHOCTK:

e aHTVBMPYCHOE CKaHWPOBAHWE B PEXMME PeaslbHOr0 BPEMEHW 1 MO 3anpocy Ha CepBepax, BbIMOHALLMX
pasHble (PyHKLMW: CepBepOB TEPMMUHANOB, NPUHT-CEPBEPOB, CEPBEPOB MPUIOXEHUIA 1 KOHTPONIEPOB AOMEHOB,
(halinoBbIX CepBepoB;

e  aHTMBMPYCHOE CKaHMpOBaHWe Mo KOMaHAe Nonb30BaTens Wi afMUHMACTPAToOpa 1 Mo PacnycaHuio;

e 3aMnycK 3afay Mo pacnmcaHuio W/unm cpasy nocse 3arpysku onepaLyoHHON CUCTEMbI



o6/1ayHas 3alimTa OT HOBbIX YIp03, MO3BONAKOLWAA MPUMIOXKEHNIO B PEXNME peaslbHOro BpeMeHW 06pallatbes K
crneumanbHbIM caiTam NpPou3BOAMUTENS, ONA MOYYeHUs BepAMKTa Mo 3anyckaeMoi nporpaMmMe Wiv gaiiny;
aHTUBMpPYCHasi MpoBepKa M1 neveHne hainnos B apxmBax popmatoB RAR, ARJ, ZIP, CAB;

3awmTa (ainnos, anbTepPHATUBHLIX MOTOKOB (haiinoBbix cuctem (NTFS-streams), 3arpy304HOi  3anmcw,
3arpy304HbIX CEKTOPOB JIOKa/TbHbIX Y CbeMHbIX JVUCKOB;

HenpepbIBHOE OTC/EXMBaHME NOMbITOK BbIMOMIHEHUS Ha 3allMaemMom cepsepe ckpuntoB VBScript u JScript,
co3faHHbIX Mo TexHonornam Microsoft Windows Script Technologies (wm  Active Scripting), nposepka
NPOrpaMMHOro Kofa CKPUNTOB M aBTOMATUYeCKWN 3anpeLLeHne BbINOSIHEHWE TeX M3 HUX, KOTOpble MpU3HAOTCA
onacHbIMU.

aHa/M3 obpalleHnii K o6Wwmm nankam u gaiinam 18 BbISBAEHUS MOMbITOK LWW(POBaHMS 3alymLIaeMbIX
PECYPCOB AOCTYMHbLIX MO CETH;

BO3MOXHOCTb NPOBEPKM KOHTEHepoB Microsoft Windows;

3allMTbl OT 3KCMTyaTUPOBaHWS YA3BUMOCTEN B MaMATV NPOLLECCOB;

[O/DKHa ObiTb  BO3MOXHOCTb aBTOMATUYECKM 3aBepllatb CKOMMNPOMETMPOBAHHbIE MPOLECChl, MpyU  3TOM
KPUTMYECKNE CUCTEMHbIE MPOLECCHI He AOKHbI 3aBepLUIaThCs;

BO3MOXXHOCTb [106aBNATL NMPOLECCHI B CMMCOK 3aLMLLAEMbIX;

YCKOPEHWUs npouecca CKaHMPOBaHUA 3a CYET MPOMycka OOBLEKTOB, COCTOSIHWME KOTOPbIX CO BPEMEHW MPOLL/ION
MPOBEPKN HE M3MEHWSIOCH;

MpoBepKa COOGCTBEHHbIX MOAy/eli Ha BO3MOXHOE HapylleHue WX LEenoCTHOCTU MNOCPeLCTBOM OTAE/bHOM
3afaun;

HaCTPOIKM NPOBEPKN KPUTUYECKMX 06NacTeil cepBepa B Ka4ecTBe OTAENbHOM 3a4auu;

PerynypoBKN pacnpefeneHns pPecypcoB Cepeepa  Mexay aHTVBMPYCOM W APYTMMU  MPUIOXEHUAMU B
3aBMCYMOCTU OT NPUOPUTETHOCTM 3a4ay;

BO3MOXHOCTb MPOAO/KATb aHTUBMPYCHOE CKaHMPOBaHWe B (DOHOBOM PEXMME;

Ha/IMuMe MHOXECTBEHHbIX MyTeli YBEAOMIEHNA aAMUHUCTPATOPOB O BAXKHbIX MPOM3OLEALLNX COObITMAX
(nouTOoBOE COOOLLEHME, 3BYKOBOE OMOBELLEHME, BCMN/IbIBAIOLLEE OKHO, 3aMWChb B XXYpHaN COObLITUN);

PONIeBO AOCTYN K napameTpam MpUIoKeHUs 1 cyXKbe C NOMOLLbHD CMUCKOB paspeLueHuid, NO3BO/SHOLLIA
n3bexarb OTK/IIOYEHUS  3alWWTbl  CO  CTOPOHbI  BPEAOHOCHBIX  MPOrpamm,  3/10YMbILWNEHHUKOB WK
HEKBA/IM(PULIMPOBaHHbIX NO/b30BaTeNleil, a Takke 3anpeljalowyii - WM paspellarwmii - ynpas/eHune
aHTVBUPYCOM;

BO3MOXHOCTb MHTerpaumm ¢ SIEM cuctemamu;

BO3MOXHOCTb YKa3aHWUsA KOMMYecTsa paboumx npoLeccoB aHTUBMPYCA BPYUHYHO;

BO3MOXXHOCTb OTKNHOUUTL rpadinueckuini MHTepeic;

Hannume yaaneHHoW 1 NoKafbHOW KOHCOMM YNpaBieHus,

ynpaeneHns napaMeTpaMmn aHTMBMpPYca 13 KOMaHAHOW CTPOKY;

LIEHTPa/IM30BaHHOE YMpaB/ieHne BCEMM BbllleyKa3aHHbIMU KOMMOHEHTaMM C MOMOLLBbI0 eMHON CUCTEMBI
ynpasfeHns;

ynpaeneHne CeTeBbIM 3KPaHOM OMEePaLyOHHON CUCTEMbl, C BO3MOXHOCTbKO BOCCTAHOB/IEHWUSI WCXOAHOIO
COCTOSIHWSA NpaBuIl.



TpeboBaHMst K NPOrpaMMHbIM CPeACTBaM aHTUBUPYCHON 3aLlUTbI 41
haiinoBbIX cepBepoB Linux

MporpaMMHble CpefCcTBa aHTUBMPYCHOW 3alnThl AN paboumx cTaHUUA Linux fO/MKHbI PYHKLMOHUPOBATL Ha
KOMMNbloTEpax, paboTarlmx nog ynpasneHnem cnegyowmx 32-6UTHbIX onepaunoHHbIX CUCTEM CeaYyHoLINX
BEpCUiA:

Ubuntu 16.04 LTS;

Red Hat Enterprise Linux 6.7 - 6.X;
Red Hat Enterprise Linux 7.2-7 .x;
CentOS 6.7 v Bbiwe;

Debian GNU / Linux 8.6 - 8.x;

Debian GNU / Linux 9.4 - 9.x;

Linux Mint 18.2 v BblLLE;

Linux Mint 19 (nocnegHsas sepcus);
AnbT fInHyke CMT 7.0.6;

AnbT JInHyke CMAT 8.0.0 Pabouast cTaHums;
AnbT JInHyke CMNT 8.0.0 Cepsep;
AnbT JInHyke 8.2 Pabovas cTaHUus;
AnbT JInHyke 8.2 Pabouvas ctaHUms K;
AnbT JInHyke 8.2 Cepsep;

AnbT JInHyke 8.2 O6pa3oBaHue;
Nortoc;

locnmHykce 6.6.

MporpaMmMHble cpeAcTBa aHTUBUPYCHOM 3aluThl AN paboumx CTaHUUin Linux AO/MKHbI (YHKLMOHMPOBAThL Ha
KOMMbloTepax, paboTalLmx nog ynpasneHnemM cneyowmx 64-6MTHbIX onepaLmoHHbIX CUCTEM CNeayoLLLnX
BEpCuUii:

Ubuntu 16.04 LTS;

Ubuntu 18.04 LTS;

Red Hat Enterprise Linux 6.7-6.x;
Red Hat Enterprise Linux 7.2 - 7.x;
CentOS 6.7 - 6.;

Cent0S 7.2 - 7.x;

Debian GNU / Linux 8.6 - 8.x;

Debian GNU / Linux 9.4 - 9.x;
OracleLinux 7.3 1 BblLLe;

SUSE Linux Enterprise Server 15;
openSUSE 15;

AnbT JInHyke CIMT 7.0.6;

AnbT JlnHyke CMNT 8.0.0 Paboyas craHums;
AnbT InHyke CIT 8.0.0 Cepsep;
AnbT JInHyke 8.2 Paboyas ctaHuus;
AnbT JInHyke 8.2 Paboyasn ctaHums K;
AnbT JlnHyke 8.2 Cepsep;

AnbT JInHyke 8.2 ObpasoBaHue;
Amazon Linux AMI;

Linux Mint 18.2 v Bbiwe;

Linux Mint 19 (nocnegHss sepcus);
Micro Focus Open Enterprise Server 2018;

Astra Linux Special Edition 1.5 (gomkHa 6bITb nogaepxka paboTtbl

NPOrpamMmHOi cpefbl);

B 0ObIYHOM pPeXxnme 1 B pexnve 3aMKHyTOI7I



Astra Linux Special Edition 1.6 (qomkHa 6bITb NOAAEPKKA PaboThbl B 0ObIYHOM PEXUME 1 B PEXMME 3aMKHYTOM
NporpamMmmHoO cpefbl);

UnpkoH 36KT;

UnpkoH 36CT;

OC POCA «KOBAJIbT» 7.3 pna KNNEHTCKUX CUCTEM;

OC POCA «KOBAJIbT» 7.3 AN cepBepHbIX CUCTEM;

EMWACL.0;

locnmHyke 6.6;

Noroc;

PE[ OC 7.2.

B nporpaMMHOM CpeAcTBe aHTUBMPYCHOW 3alinTbl AOMKHbI GbITb peann3oBaHbl creayLyme
(YHKLMOHaNbHbIE BO3MOXHOCTK:

Pe3nLEHTHOr0 aHTUBUPYCHOrO MOHUTOPUHTE;

006/1a4HOIA 3aLLMTbl OT HOBbIX YIPO3, NMO3BO/SIOLEN NMPUNOXKEHUIO B PEXMME peaslbHOro BpemeHn obpallatbes K
crneumanbHbIM pecypcam Npou3BoAUTENS, 48 NOJTyYeHUs BEPAMKTA M0 3aryckaeMoin nporpaMmmMe wim aiiny;
NpPoBeEPKY pecypcoB A0CTYNHbIX NMo SMB / NFS;

3BPUCTMYECKNIA  aHaNM3aTop, MNO3BOMsAOWMA  Gonee 3(M(eKTMBHO pacno3HaBatb M 6/I0OKMpOBaTh  paHee
Hen3BeCTHble BPELOHOCHbLIE MPOrpammbi;

aHTVBMPYCHOE CKaHMpOBaHME MO KOMaHAe Nob30BaTeNst WM afAMUHUCTPaToOpa 1 Mo pacnmncaHuto;
aHTUBMPYCHYIO NPOBepKa (hainnoB B apxmBax zip; .7z*; .7-z; .rar; .iso; .cab; .jar; .bz;.bz2;.thz;.thz2; .gz;.tgz; .arj.;
NPOBEPKY COOBLLEHWNIA 3NEKTPOHHON NOYThbI B TEKCTOBOM hopmare (Plain text);

Ha/IMumMe MexaH13mMOB ONTUMU3aLMM NPOBEPKN (halinoB (MCKIKUYEHWS, LOBEPEHHbIE NMPOLECCHI, IMMUT BPEMEHM
NPOBEPKU, IMMUT pa3mepa NPoBepsemMoro (aina, MexaHu3m KewmnpoBaHUa MHGPOpMaLUs O NPOBEPEHHBIX U He
M3MEHEHHbIX Noc/e NPOBEPKMN (aiioB);

3awnTy (haiinoB B NOKaNbHbIX AMPEKTOPUSX C CETEBbIM [AOCTYNOM MO npoTokonam SMB / NFS oT yganeHHoro
BPELOHOCHOTO LIN(POBaHMS;

nomeLleHne NoAo3PUTENBHBIX U NOBPEXAEHHbIX 0OBEKTOB Ha KapaHTUH;

NPOBEPKY NOYTOBbLIX 6a3 npunoxeHuii Microsoft Outlook

BO3MOXXHOCTb NepexsBara 1 NpoBepKu (haiinosbix onepauunii Ha yposHe SAMBA;

ynpaBneHne CeTeBbIM 3KPaHOM OMepauyiOHHON CUCTEMbI, C BO3MOXHOCTbIO BOCCTAHOB/IEHWSI WCXOLHOTO
COCTOSIHWSA NpaBuJI;

3anyck 3a4a4y rno pacnucaHuio UW/unm cpasy nocne 3arpysky onepauyioHHOW CUCTEMbI;

BO3MOXHOCTb 3KCMOPTMPOBATH U COXPaHATb OT4YeThI B hopmatax HTML un CSV;

rMbkoe ynpaBfeHne ucnonb3oBaHMeM pecypcoB MK ans obecneyeHns KOMGOPTHO paboThbl MOMb30BaTENEN
MpY BbINOIHEHWW CKaHWPOBaHWSA (Hai0BOro MPOCTPAHCTBA,;

COXpaHeHWe KOMuM 3apaXeHHOr0 06beKTa B PE3ePBHOM XpaHWMLe nepes NevyeHneM U yaaneHuem B Liesisax
BO3MOXHOIO BOCCTAHOB/IEHUA 06bEKTa M0 TPe6OBaHMI;

BO3MOXHOCTb YNPaB/eHUSI Yepe3 NoMb30BaTeNbCKUIA rpaduiecknin nHTepdeic 6es root npas;
LieHTpa/IM30BaHHOE YMpaB/ieHNne BCEMU BbllEYKa3aHHbIMU KOMMOHEHTAMW C MOMOLUBK eAVHOW CUCTEMbI
ynpasneHus.

Tpe6oBaHMst K NPOrpamMMHbIM CPeACTBaM aHTUBUPYCHOW 3aLLUTh

MOGW/bHBIX YCTPOACTB

MporpaMmHble cpeAcTBa AN aHTUBUPYCHON 3awmTbl CMapTHOHOB AO/MKHbLI (DYHKLMOHUPOBATL NOA
ynpaBneHnem cnegyrwmx mobunsHbix OC:

Android 4.4- 10.0;
Apple iOS 10.0 - 12.



B nporpaMMHOM cpeACcTBe aHTUBMPYCHON 3awmThl cMapTgoHoB ansg OC Android Ao/mKHbI OblTb peann3oBaHbl
cnegywouwme QyHKLMOHaNbHbIE BO3MOXHOCTMU:

NOCTOSIHHasi aHTMBMPYCHas 3alyTa (hainnoBol CUCTEMbI CMapPT(OHa, C AONONHUTENbHBIM YPOBHEM NPOBEPKM C
1CNO/b30BaHMEM 06/1a4HOr0 penyTaLyoHHOro cepaurca NPOU3BOAUTENS aHTUBMPYCHBIX CPEACTB 3almThl;
npoBepKa (hainoBoi cUCTEMbI YCTPOICTBA N0 TPEGOBAHMIO 1 MO PacrCaHWUIO;

MrHOBEHHas NMPOBEPKa yCTaHaB/IMBAEMbIX MPUIOXKEHWIA

610KMPOBKA BPELOHOCHBIX M (DULLIMHIOBBIX CANTOB Ha OCHOBE BEPAMKTOB penyTalMOHHbIX 06/1a4HbIX CepBUCOB
MPON3BOAMNTENA aHTUBUPYCHbIX CPEACTB 3aluTh;

noAaepkKa 6enblx CUCKOB paspeLLeHHbIX CaiToB;

Ha/muve XpaHUNuLa 415 U30/IMPOBaHNS 3apaXXeHHbIX 0ObEKTOB;

0OHOB/IEHNE aHTUBMPYCHBIX 6a3, NCMONb3yeMbIX MPU MOMCKE BPEAOHOCHbIX MPOrpamMmm 1 yaaneHun onacHbIX
0OBbEKTOB, MO pacnucaHuio;

610KMPOBKa 3anycka yKa3aHHbIX NPUIOXEHWIA, B TOM YKC/e C MOMOLLbLIO 3apaHee 3afaHHbIX KaTeropuii
NPUNOXKEHWIA;

noafepXXka 6enbix CNCKOB paspeLLeHHbIX NMPUMIOXKEHWIA;

G0KMPOBKA CUCTEMHBIX MPUNOXKEHWI, B paMKax KOHTPONA 3amnycka NpUioXeHNI;

BO3MOXXHOCTb OTNPaBKM KOMaHA, 1 push yBefomneHuid yepes cepauc Firebase Cloud Messaging (FCM);
6a3oBast nognepxkka Android for Work;

BO3MOXHOCTb 3a6/10kmpoBath Wi-fi u bluetooth moaynu, a Takke “cnonbL3oBaHWe kamepbl MOBUILHOTO
YCTPOWACTBA;

BO3MOXXHOCTb YKa3aTb napameTpbl NoAkAyeHns K wi-fi cetam;

BO3MOXHOCTb YKa3aTb 0653aTe/IbHble K YCTaHOBKE MPUIOXEHNS;

BO3MOXHOCTb G/TOKUPOBKM MOOGW/IbHOTO YCTPOWCTBA, YAa/IeH e AaHHbIX, YAaleHe AaHHbIX CBA3aHHbIX C
paboyein feATeNbHOCTLI0, NOyYeHe KOOPAMHAT MECTOMO/IOXKEHWA YCTPOICTBa, YAA/IEHHOTO BO3BparTa K
3aBOACKMM HacTpoiikam (factory reset);

BO3MOXXHOCTb CO3aHu1sA CrucKa npaBu/1 Ha OCHOBE KOTOPbIX OYEeT OCYLLeCTBAATLCSA NPoBepka MOOU/IbHOMo
YCTPOWCTBA Ha COOTBETCTBME KOPNOPaTVBHLIM MOMIMTUKAM C BO3MOXHOCTHH0 aBTOMAaTUYECKOW B/10KMPOBKM
YCTPOICTBa, yAaNeHNs faHHbIX, 3anpeTa 3arycka KOpnopaTuBHbIX MPUIOXKEHUI MPY BbISBIEHUN
HECOOTBETCTBUIA;

noaaepxka TexHonormii Samsung KNOX1 1 KNOX2.

B nporpammMmHoM cpeacTBe 3awntbl cmapThoHoB ans OC Apple i0OS gomkHbl 6biTb peann3oBaHbl cnegyrolme
(hYHKLMOHaNbHbIE BOSMOXHOCTMK:

BO3MOXXHOCTb Ya/eHHOIN HacTpolikvu napameTpoB iOS MDM-yCTPOWCTB ¢ MOMOLLbHO PYNMOBbLIX NONTUK;
BO3MOXXHOCTb OTNPaBKM KOMaHAbl 6/T0KUPOBaHNS U yAAIEHUS AAaHHbIX;

BO3MOXXHOCTb CO3/[aBaTb PynnoBble NOAUTMKM 6e30MacHOCTU MOGW/IbHBIX YCTPOWACTB;

yAANIEeHHO HacTpamBaTb KOH(MIypaLMOoHHbIE MapameTpbl YCTPOICTB, NOAKMOYEHHBIX MO NPOTOKoNy Exchange
ActiveSync\ iOS MDM,;

nonyyaTb OTYETbI M CTATUCTMKY O PaboTe MOGW/IbHBIX YCTPOIMCTB NOJ/b30BaTeNeil;

610KMPOBKa BPEAOHOCHbIX M (DULLIMHIOBbIX CaliTOB Ha OCHOBE BEPAUKTOB penyTalMOHHbIX 061a4HbIX CEPBICOB
NPOVN3BOANTENS aHTUBUPYCHBIX CPEACTB 3aliuUThbl, NPK 1CMONb30BaHUK supervised mode;

BO3MOXXHOCTb LiEHTPa/IM30BaHHOIO ynpaB/ieHWsi C NOMOLLbH eAVHON KOHCOMN yrpaBneHus.

TpeboBaHNS K NPOrpaMMHbIM CPeICTBaM LIeHTPaIM30BaHHOMO YrNpaB/eHws,
MOHWUTOPWHIa 1 0GHOBNEHUS

MporpaMmHble CpeAcTBa LLeHTPasn30BaHHOMO ynpasieHns, MOHUTOPUHIa ¥ 0OGHOBNEHUS O/IKHbI
(hyHKLMOHMPOBATL HA KOMMNblOTEpax, paboTalLWwmnx nos ynpaBneHmem onepaunoHHbIX CUCTEM CleAyHoL X
Bepcuii:

Microsoft Windows 7 32-pa3psigHas / 64-pa3psaHas;
Microsoft Windows 8 32 pa3pagHasi / 64-paspsagHas;
Microsoft Windows 8;1 32-pa3psagHas / 64-pa3psaHas;



Microsoft Windows 10 32-pa3psgHas / 64-paspsHas;
Windows Server 2008, 2008 R2 32-pa3psifiHas / 64-paspsgHas;
Windows Server 2012, 2012 R2 64-pa3psgHas;

Windows Server 2016 64-pa3psigHas;

Windows Server 2019 Standard, Datacenter.

MporpaMMHble CPeACTBa LEHTPaNIM30BaHHOIO YNpaBneHns, MOHUTOPUHIA U 0GHOBNEHMS AOMKHbI
NoAePXMBaTh YCTAHOBKY Ha CNeaytolnx BUPTyanbHbIX naathopmMax:

VMware vSphere 5.5, 6;

VMware Workstation 12.x Pro;

Microsoft Hyper-V Server 2008, 2008 R2, 2008 R2 SP1, 2012, 2012 R2;

Microsoft Virtual PC 2007 (6.0.156.0);

Citrix XenServer 6.2, 6.5, 7,

Parallels Desktop 11 gnsa Mac;

Oracle VM VirtualBox 4.0.4-70112 (noaaep»nBatoTcs rocTeBble onepaumoHHble cucteMbl Windows).

MporpaMmHble CpecTBa LLeHTpasn30BaHHOIO ynpasieHns, MOHUTOPUHIA 1 0OGHOBNEHUS AO/KHbI
(yHKLMOHUpoBaTh ¢ CYB/, cnenytowmx Bepcuii:

Microsoft SQL Server 2008 Express 32-pa3psaHas;

Microsoft SQL 2008 R2 Express 64-pa3psHas;

Microsoft SQL 2012 Express, 2014 Express 64-pa3psgHas;

Microsoft SQL Server 2008 (Bce pepakumun) 32-paspsgHas / 64-paspaaHas;
Microsoft SQL Server 2008 R2 (Bce pepakumu) 64-paspsgHas;

Microsoft SQL Server 2008 R2 Service Pack 2 64-pa3psgHas;

Microsoft SQL Server 2012 (Bce pegakuuv) 64-paspsagHas;

Microsoft SQL Server 2014 (Bce peaakuun) 64-pa3psaHas;

Microsoft SQL Server 2016 (Bce pepakuuv) 64-paspsaHas;

Microsoft SQL Server 2017 (ona Windows) 64-pa3psigHas;

Microsoft Azure SQL Database;

MySQL 5.5 32-pa3psgHas / 64-paspsaHas (He nogaepxusatotca Bepeun MySQL 5.5.1, 5.5.2, 5.5.3, 5.5.4, 5.5.5);
MySQL Enterprise 5.5 32-pa3psagHas / 64-pa3psiaHas;

MySQL 5.6 32-pa3psgHas / 64-pa3psgHas;

MySQL Enterprise 5.6 32-paspsgHas / 64-pa3psigHas;

MySQL 5.7 32-paspsigHas / 64-paspsgHas;

MySQL Enterprise 5.7 32-paspsigHas / 64-pa3psaHas.

B nporpaMMHOM CpeACTBE aHTUBMPYCHOI 3alMTbl AO/MKHbI ObITb peann3oBaHbl Creayoume
(YHKLMOHaNbHbIE BO3MOXHOCTK:

BbIGOP apXUTEKTYPbI YCTAHOBKM LIEHTPa/IM30BaHHOTO CPeAcTBa ynpaBieHns, MOHUTOPUHIA U 0GHOBNEHUS B
3aBUCMMOCTM OT KOMMYECTBA 3aLLMLLAEMbIX Y3/10B;

BO3MOXHOCTb UTeHUss uHhopMauun m3 Active Directory, ¢ Lefblo NoNyYeHnst AaHHbIX 06 YUETHbIX 3anmncsx
KOMMbIOTEPOB M NO/b30BATE/NEN B OpraHu3aLuu;

BO3MOXHOCTb HaCTPOVKN NpaBua nepeHoca 06HapyXXeHHbIX KOMMbIOTEPOB Mo ip-agpecy, tuny OC,
HaxoxaeHuno B OU AD;

aBTOMAaTMYECKOE pacnpeaeneHne yYeTHbIX 3anncein KOMMNbITEPOB MO rpynnam ynpaeneHus, B Cyyae
NOSIBNEHUS1 HOBbIX KOMTMbIOTEPOB B CETU; BO3MOXHOCTb HACTPOMKM NpaBun nepeHoca no ip-agpecy, Tuny OC,
HaxoxaeHuto B OU AD;

LIeHTpa/IM30BaHHble YCTaHOBKa, 06HOB/IEHNE W yAaIeHe NPOrpaMMHbIX CPEACTB aHTUBMPYCHOM 3alUyThl;
LIeHTpa/IM30BaHHas HacTpoiika, agMUHUCTPUPOBaHUE;

MPOCMOTP OTHYETOB M CTATUCTUYECKON MH(OpMaLMK No paboTe CpeacTB 3aluThl;

LIeHTpa/I30BaHHOE yaaneHue (py4Hoe 1 aBTOMaTuyeckoe) HECOBMECTUMbIX MPUIOXEHWUI CPeacTBaMUN LieHTpa
ynpaeneHus;



COXpaHeHne UCTOPUW U3MEHEHWUIA NOITYK 1 3a4a4, BO3MOXHOCTb BbIMOSHUTL OTKAT K NPeAblayLLnmM BEepCUsM;
HanMume pasfIMyHbIX METOA0B YCTAHOBKM aHTUBMPYCHbIX areHTOB: ANS yAaNeHHOW ycTaHoBKM - RPC, GPO,
cpeAcTBaMM CUCTEMbI YNpaBeHWs!, AN NOKabHON YCTaHOBKM - BO3MOXHOCTb CO3[aTb aBTOHOMHbIA NakeT
YCTaHOBKY;

BO3MOXXHOCTb YKa3zaHus B MONTKax 6e30nacHOCTU crieuuasibHbIX TPUITEPOB, KOTOPbIe Nnepeonpeaenstor
HaCTPOIKM aHTMBMPYCHOTO PELLEHMS B 3aBUCMOCTM OT YYETHOW 3anmcu, nog, KOTOPOi No/b30oBaTe/lb BOLWEN B
cucTeMy, TEKYLLEro ip-agpeca, aTakke 0TTOro, B Kakom OU HaxoamTcs KOMMbHOTEP WK B KaKOW rpynne
6e30MacHOCTU;

BO3MOXHOCTb MEPaPXMK TPUITEPOB MO KOTOPbIM MPOUCXOAUT nepepacnpeneneHune;

TeCTUpOBaHUe 3arpy>KeHHbIX 06HOBNEHUIA cpefcTBaMu MO LeHTPaIM30BaHHOIO yrpaBieHus nepes,
pacnpocTpaHeHeM Ha K/IMEHTCKME MallMHBI;

[locTaBka 0OHOB/IEHMIA HA pabouvie MecTa Nosb3oBareneli cpasy nocne ux nosyvyeHus;

pacrno3HaBaHue B CETW BMPTYa/lbHbIX MalLMH 1 pacnpegeneHne banaHca Harpysky 3amnyckaembiX 3aga4 Mexay
HUMK B C/lyyae, eCn 3T MallWHbI HaXOAATCA Ha O4HOM (M3NYECKOM CEpPBEPE;

NOCTPOEHVE MHOrOYPOBHEBOW CUCTEMbI YNPaB/EHNS ¢ BO3MOXHOCTbIO HACTPOVKM NpaB aAMUHUCTPATOPOB U
0rnepaTopoB, a TaKkxke (HopM NPeLoCTaBNgeMO OTHETHOCTU Ha K&XX0M YPOBHE;

co3faHve Vepapxmmn cepBepoB agMUHUCTPUPOBAHUS NPOU3BOIBHOMO YPOBHSA M BO3MOXHOCTb
LIeHTPa/IM30BaHHOTO YNPaB/IEHNSA BCEN nepapxmeli ¢ BepXHEro YPOBHS;

nogaepxka MynbtnapeHgHocT (multi-tenancy) ana cepBepoB ynpaBneHus;

06HOB/IEHNE NPOrPaMMHbIX CPEACTB U aHTUBUPYCHBIX 6a3 13 PasHbIX UCTOYHMKOB, Kak Mo KaHaiam CBA3W, Tak U
Ha MaLWHHbIX HOCUTENSX MH(opMaLmu;

[0CTyn K 06/1a4HbIM CepBepamM Npou3BoanTeNns aHTMBMpycHoro MO yepes cepeep yrnpaBneHuns;
aBTOMaTM4ecKoe pacrnpocTpaHeHne NIMLEH3NN Ha KIMEHTCKME KOMMbIOTEpSI;

Ha/IMuMe MexaH1m3ma OMoBELLEHMS O COOLITUAX B PabOTe YCTAHOBNEHHbIX NPUIOXEHWNI aHTUBMPYCHOM 3alunThl
W HaCTPOWKM PacChbIfK NOYTOBbIX YBEAOMIIEHUI O HYX;

(hyHKUMS yrnpaBneHms MoBUIbHBIMKU YCTPOCTBaMK Yepes cepeep Exchange ActiveSync;

(yHKUMSA ynpaBneHnsi MoBUbHbIMK YCTPOCTBaMK Yepes cepsep i0S MDM,;

BO3MOXHOCTb OTMpaBKM SMS-0MoBeLLEeHWI 0 3afaHHbIX COObITUSX;

LieHTpaIM30BaHHas yCTaHOBKa CepTM(MKATOB Ha ynpaB/iseMble MOOUIbHbIE YCTPONCTBA,;

BO3MOXHOCTb YKa3aHus /1l060ro KOMMboTepa OpraHu3aLum LeHTPOM peTpaHCcsumm 06HOBNEHWIA 4N1s
CHWKEHMS CETEBOI Harpy3ku Ha CUCTEMY YNpaB/eHNs;

BO3MOXXHOCTb YKa3aHUs Nt060ro KOMMboTeEPa OpraHn3aLmMmn LEHTPOM MEPECHINIKN COObITUIA aHTUBUPYCHBIX
areHToB, BblOPaHHON rpynMbl KIMEHTCKMX KOMIMbIOTEPOB, CEPBEPY LEHTPasIM30BaHHOIO YNpaBieHus 4/1s
CHWKEHUS CETEBOI Harpy3kn Ha CUCTEMY YNpaBEHNS;

NOCTPOEHME TpaPUUecKMX OTYETOB MO COObLITUSIM aHTUBMPYCHOM 3alMThbl, AaHHLIM UHBEHTapM3aLun, AaHHLIM
NMLEH3MPOBAHNS YCTaHOB/IEHHBIX MPOrpamm;

Ha/muve NpegHacTPOEHHbIX CTaHAAPTHLIX OTYETOB O paboTe CUCTEMBI;

3KCMOPT OTYETOB B (haitnbl hopmartos PDF n XML;

LieHTpa/IM30BaHHOE yrnpas/ieHne 06bekTaMin pe3epBHbIX XPaHWINLL, U KapaHTUHOB MO BCEM pecypcam CeTU, Ha
KOTOPbIX YCTAHOB/IEHO aHTUBMPYCHOE MPOrpaMmmMHoe obecreyeHue;

CO37aHne BHYTPEHHUX YUYETHbIX 3amnucelt 41 ayTeHTU(NKaLMM Ha CepBepe ynpas/eHus;

cO3JaHne Pe3epBHOIN KOMUM CUCTEMbI YNPaB/IEHNA BCTPOEHHbIMU CPEACTBAMM CUCTEMbI YNPaB/eHNS;
nopaepxka Windows Failover Clustering;

nogaepxka uHterpaumm ¢ Windows cepsucom Certificate Authority;

Ha/Imume Be6-KOHCON YrpaBNeHNsa NPUIOXEHUEM;

Ha/IMume nopTtasia camoobCny)KMBaHUs NoMb30BaTeseln;

rnopTasl camoo6CNyXX1BaHNUSA AO/MKEH 06ecrneynBaTb BO3SMOXHOCTb NOAK/IYEHUS NOMb30Bateseli ¢ Lenbio
YCTaHOBKW areHTa ynpas/fieHns Ha MOBU/IbHOE YCTPOICTBO, MPOCMOTP MOGW/bHbBIX YCTPOWCTB, OTNPaBKN KOMaHA
GNOKMPOBKK, MOWCKA YCTPOMCTBA U yAaNeHUA AaHHbIX HA MOOGW/IbHOM YCTPOWCTBE MO/b30BaTENS;

Ha/IMume CUCTEMbI KOHTPO/SE BOSHUKHOBEHMUS BUPYCHbIX AMUAEMUIA;

BO3MOXHOCTb YCTAHOBKM B 06/1a4HOl MH(pacTpykType Microsoft Azure;



*  BO3MOXHOCTb UHTerpauum no OpenAPI;
e BO3MOXHOCTb YNpaB/eHns aHTUBMPYCHOW 3alLmMToii ¢ ucnosb3osaHnem WEB koHconw.

TpeboBaHMA K 0OHOB/IEHNIO aHTUBUPYCHbIX 6a3

O6HOoBNAEMble aHTUBUPYCHbIE 6a3bl JaHHbIX AO/MKHbI 06ecrneynBaTb peanmsauunto crefyrLwmnx
(hYHKLUMNOHaNbHbIX BO3MOXHOCTENA:
e CO3[aHuvs Npasun 06HOB/IEHUA aHTUBMPYCHBIX 6a3 He pexxe 24 pa3 B TeYeHUe KasleH4apHbIX CYTOK;

e MHOXECTBEHHOCTb MyTeli 06GHOBMIEHUS, BTOM YMC/E - MO KaHanaM CBA3U 1 HA OTUYXXAAEMbIX 3NEKTPOHHBbIX
HOCUTENSX MHAopMaLK;

e NpOBEPKy LeNOCTHOCT M NOA/IMHHOCT OBHOBNEHWIA CPEACTBAMM 3/IEKTPOHHON L(POBOIA NOAMMCH.

Tpe6oBaHWs K 3KCNIyaTaLVoOHHOW AOKYMeHTaL MK

JKkcnnyatauMoHHas JOKYMeHTauus ans Bcex NporpaMMHbIX NPOAYKTOB aHTUBMPYCHOM 3alinTbl, BKIKOYas
CpeacTBa ynpaBneHus, 40/MHKHA BKAKYaTb LOKYMEHTbI, NOATOTOB/IEHHbIE B COOTBETCTBUMN C TPe6OBaHUAMM
rocyfapCTBEHHbIX CTaHAApPTOB, HA PYCCKOM fA3blKe, B TOM Yucne «PyKOBOACTBO MO/b30BaTeNs
(agMuHMCTpaTOopa)».

[okymeHTaums, noctaBnsgemas ¢ aHTMBUPYCHbIMK CPeACTBaMM, A0/MKHA AeTaNbHO ONMCbIBaTb NPOLEecc
YCTaHOBKM, HACTPOMKMN 1 3KCNayaTaLMm COOTBETCTBYHOLLENO CPeACcTBa aHTUBUPYCHO 3aLluUTbl.

TpeboBaHNs K TEXHUYECKON MOoAAepKKe

TexHMYecKas NoAAepXXKa aHTUBMPYCHOTO NPOrpaMMHOr0 06ecneyeHuns [o/mKHa:

» [penocTaBnsTbCA Ha PYCCKOM S13blKe CEPTUHMNLMPOBAHHbLIMM CRELUanncTamn NpousBoANTENS CPEACTB
aHTMBUPYCHOM 3alMUTbI U €ro NapTHEPOB Ha BCell TeppuTopun Poccuiickoii deaepaunm no TenedoHy,
3NeKTPOHHOI nouTe u yepe3 VHTepHET.

e Web-caliT npon3BogMTens aHTUBMPYCHOTO PELUEHMUS [OMKEH OblTb Ha PYCCKOM 3blKe, UMETb CrelnanbHbii
paszen, NOCBAWEHHbIA TEXHUYECKOW NOALEPXKKE aHTUBUPYCHOTO pPeLleHns, NONONHAEMYO 6a3y 3HaHW, a
TaKxXe popyM Nonb3oBaTeneil NporpaMMHbIX NPOAYKTOB.

3aBeayloLmnin 0TAEN0M HOBbIX MH(OPMALMOHHbIX
TexHonornn CAOY AMNO «J1IOUPO A.B. BaHIOWKNH



